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Why is this important for you?
You handle personal information about people who use your services. Sometimes 

it is very sensitive information.

You should always make sure you only share what you should share with who you 

should share it with.

You should keep information secure.

You should have policies and procedures about handling information.

Failing to act in accordance with data protection could have very serious 

consequences for you. It is not just loss of reputation.



In black and white….

You could be fined up to €20 million or 4% 

of global turnover.

You can also be sued by individuals if you 

cause detriment, distress and loss.

If you did something deliberately then you 

could be prosecuted.





Data Protection is not just about locking things away or not sharing 

with the wrong person.

It’s really about privacy. Whenever you ask for personal information, 

we are asking for something about a person. When you collect it, use 

it and store it, then you are affecting that person’s right to 

privacy.

Personal Information means any information which identifies a person 

such as name, address, email address, IP address, identification 

numbers.

There are also “Special Categories of Information” which used to be 

called sensitive personal data and includes ethnicity, politics, 

trade union, health, genetics

Data Protection is...



Principles of Data Protection
There are 6+1 principles of data protection. These are:

1. You collect and use information lawfully and fairly

2. You collect and use information for specific purpose

3. You only collect and use the information you need

4. You keep information accurate and up to date

5. You only keep information for as long as is necessary

6. You keep information secure and prevent loss or 

damage

The +1?

Accountability - you cannot just say you comply, you have 

to show you comply. This means policies, processes, 

statements and training!

https://drive.google.com/open?id=1dNLvNuSXNPCxp4a-SDBd6ZbjkNMgPirsW62FmnvYOCY


What has happened to consent?

There is a higher standard for consent

It is an opt in. Not an opt out

Consent is not a precondition to a service

It offers a real choice and is freely given



When it is not appropriate... 

You cannot imply 

consent

If you would process 

the data anyway

You cannot 
show that it is 
freely given

Someone 
suffers if they 
do not give 
consent



What if consent is not the right thing?



What do they sign then?

Whatever you decide then you need to inform people. 

When they fill a form in, explain what you are doing and 
why with a statement. 

Link to and share your online privacy notice. 

You are informing, being transparent and engaging with 
people



These are the Rights of Data Protection
The Right to be Informed

The Right of Access

The Right to Rectification

The Right to Erasure

The Right to Restrict

The Right to Object

The Right to Data Portability

The Right on Automated Decision Making

We’re not going to cover all of them here. We’re just going to 

mention the first three.



You need to explain to people what you are 

collecting from them and doing with it in a clear 

and concise way. This is your privacy notice.

It can be on a website and you may want people to 

sign that bit on a document below the statement 

about what you are doing and why.

Right to Be Informed



The Right of Access
A person has the right to have a 

copy of the information

you hold about them. This is best 

known as “subject access”. It does 

not give anyone the automatic 

right to see information about 

other people, including their own 

children.

If someone asks then you should 

have a policy in place to help you 

respond.



The Right to Erasure
This has become popularly known as the “right 

to be forgotten” and is essentially a request 

to remove data if there no compelling reason 

for you to keep it.

This is a direct result of the spread of the 

internet and how information stays in the 

public domain of the internet without anyone 

making sure it is removed.



The 

Do’s 

and 

Don’ts



Records

Do only ever ask for the 

information that you actually need 

Do explain why you are asking for 

information

Do keep accurate records and update 

them when you know something has 

changed

Do know how long you should keep 

information for

Do destroy records securely

Don’t ignore changes to address and 

don’t hink someone else will update 

it

Don’t ask for information that is 

nice to have but we have no need 

for 

Don’t add comments to a file that 

you would not want that person to 

see - remember they can ask to see 

their records



Security

Do check there is no personal 

information left on your desk when 

you are away from it

Do keep paper records locked away

Do lock your screen when you are 

away from it

Do know who can access records on a 

system and why 

Do make sure that whatever you take 

into a customer’s home or office 

then you leave with it

Don’t leave personal information 

lying around when you go home or to 

a meeting

Don’t leave devices or files on 

show in your car or home

Don’t give people access to a 

system or a filing room without 

being sure they need it



Sharing
Do make sure that you know who you are 

talking to and that you should be sharing the 

information with them. 

Do make sure you only share what you need to 

share with them

Do check postal or email addresses are right 

before you share 

Do make sure you are sharing securely - for 

example check if the email address is secure 

or if you need to use special delivery

Do check the contents of an envelope or email 

before you send

Don’t just share with someone  just 

because they ask you to

Don’t be afraid to ask for proof of 

identity or the request in writing

Don’t send if you are not sure the 

address is right

Don’t worry about spending an extra 

minute to check when it could save 

lots of time later



Cyber Security

Do use a strong password and not 

something easy to guess

Do make sure you have passwords and 

passcodes on laptops, phones and tablets

Do update software and systems when they 

need to be

Do look at who is sending you emails or 

asking you to click on a link, it may be 

phishing email

Don’t tell other people your password -

if they use your account then it will 

look it was you

Don’t write your password down and stick 

it to the PC/ mobile phone/laptop/tablet

Don’t click on links or open attachments 

if you don’t recognise the sender



When things go wrong….

DON’T



A data breach is when 

something goes wrong

Someone has 
accessed records with 

no good cause

Deleting records 
before they were 
due to be

We have shared 
with the wrong 

person 

Someone has 
altered records 

to avoid 
detection

Someone has shared 
their password 
meaning that 

someone else has 
accessed information

Leaving incorrect 
details in documents

Information has 
been lost



What do you do?

Tell your responsible person

Think how this could affect people

What kind of people are we talking 
about? Are they vulnerable?

Does the ICO need to know?

Have you got the information back 
or can you? 

Have you stopped it happening 
again? 

Is there any media interest

Is the person concerned aware?



Whose fault was it?

It is inevitable that a person will be involved in some way. They will feel bad 
and upset so shouting at them resolves nothing.

But there is no point in making the blame game the focus

We need to be human. Solve the problem first and then look at what you 
need to do to prevent a recurrence. 




